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• Czech university spin-off company 

• Established in 2007 

• 26 employees, $ 3M revenue 

• Key focus 

 Hardware acceleration and FPGA Solutions 

 Flow Monitoring and Network Behavior Analysis 

 Lawful Interception and Data Retention 

 

• Products deployed at 500+ customers worldwide 

Company Introduction 
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Modern threats 
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• Advanced Persistent Threats (APTs) 

• Industry espionage and targeted attacks 

• Zero-day attacks and polymorfic malware 

 

• Application awareness 

 HTTP is a new IP 

 Application specific attacks 

 More and more services delivered on-demand 

 

 

Modern threats 
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• Automatic, deep inspection 

• Need to be smart, fast and flexible 

 

• Visibility is the key 

Security solutions 
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• Typical deployment in core network  

 high bandwidth and line utilization 

• New link layer technologies (10G, 40G, 100G) 

• Growing number of end users and devices 

• Growing number of services 

• A lot of different network protocols 

• Predicted growth of network traffic variability 

• Limited computational resources 

 

Challenges 
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• Dynamic level of detail, heavy tail distribution 

 

 

 

 

• Novel approach of software defined monitoring 

 Analogy to software defined networking 

 Abstraction of monitoring functions 

 Flexible application protocol analysis 

 

Next generation monitoring 
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• Hardware provides various methods of packet 
preprocessing 

 The Muscles 

• Software controls the usage of preprocessing on flow 
basis 

 The Controller 

• User applications request the HW acceleration and 
perform advanced monitoring tasks 

 The Intelligence 

Applications can adjust acceleration of traffic 
processing according to their actual needs 

Software defined monitoring 
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• Driven by instructions from „intelligent“ software 

 Hardware as fast as possible 

• Well-defined set of operations: 

 Forward (cut) packet to a receive queue 

 Send unified headers to a receive queue 

 Update flow cache entry 

 create, remove, reset, export 

 Drop packet 

• Configurable, flow aware distribution of traffic 
into receive queues 

Hardware Part 
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• Monitoring applications in SW 

 process traffic from receive queues 

 determine the traffic of interest 

 instruct SW controller 

• SW controller configures HW so that monitoring 
applications 

 always get what they asked for 

 get the least undesired traffic 

• Application parsers for selected protocols 

 VoIP, DNS, SMTP etc. 

 

 

 

Software Part 
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• NetFlow statistics 

• Application protocol parsing 

• Application specific statistics 

• Lawfull interception 

• Forensic analysis of network traffic 
 zoom-in on suspicious data 

• Active network device 
 accelerated switch, router, next-gen firewall, UTM … 

 

• Acceleration of turnkey applications 

Use Cases 
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• Dedicated hardware 
 High I/O performance 
 Expensive, limited flexibility 

 
• Commodity hardware 

 Cheap and flexible 
 Limited I/O performance 

 
• Commodity hardware + Hardware acceleration 

 Multi-core CPUs + FPGA network interface card 
 High I/O performance 
 Reasonable price 
 Flexible 

Platforms 
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Architecture 
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• Fully software controlled hardware accelerator 

• Flow based measurements at speeds 
over 100 Gbps 

• Easy deployment of new tasks without HW 
modifications 

 but supports specific HW measurements when 
needed 

• Helps to accelerate application level processing 

• Many opportunities for academic cooperation 

Summary 

Novel network monitoring © INVEA-TECH 2014 



Reference 

Novel network monitoring © INVEA-TECH 2014 



INVEA-TECH a.s.  
U Vodárny 2965/2 
616 00  Brno, Czech Republic 
www.invea.com 

High-Speed Networking Technology Partner 

Petr Kastovsky 
kastovsky@invea.com 

+420 774 799 726 

Novel network monitoring © INVEA-TECH 2014 


